IT430 Fall 07 Final Project Requirements

In teams of 3 individuals you will design a network that is both as operational and as secure as possible given the constraints in people, technology, funding, and time given in the requirements document.
Deliverables

· 12-15 page report (double spaced) with the following headings and appendices

· Table of Contents

· Executive Summary (less than a page, written for the senior customer)

· 1-2 page description of how your proposal fulfils the requirements of the IA Model

· 1 page description of the policies you would need to change and staffing you would require to maintain this network and proposed security measures

· Design (written in MS Visio), 1 page diagram, complete with machine names and IP addresses
· Data Flow Diagram showing rights, permissions and access capabilities for each component on the network

· 1-2 pages listing, in your own words (with all appropriate references) which Microsoft Windows Configurations you recommend taking into account all constraints (Note that we are looking for analysis, not just cut and paste of other’s settings or justifications)
· 1-2 pages listing, in your own words (with all appropriate references) Unix/Linux Configurations you recommend taking into account all constraints
· 1-2 pages listing, in your own words (with all appropriate references) Web Server and DNS Configurations you recommend taking into account all constraints
· 1-2 pages listing, in your own words (with all appropriate references) Infrastructure (assume Cisco) configurations you recommend taking into account all constraints
· 1 page listing, in your own words (with all appropriate references) special functions like pocket PCs or biometrics

· 1-2 page detailed log of which settings you used for your fully secured network component

· References (be as specific as possible)

· 1 fully secured network component (your choice of Windows, Unix/Linux or Cisco device)

· 15 minute presentation to your senior customer, split equally among all team members
