IT430 Lab 8 Penetration Testing Demo

Name(s) ___________________________, _________________________
Goals:

· Analyze vulnerabilities and determine possible attack vectors for many of the exploits learned in class

Part I –Metasploit
· VERY IMPORTANT:  Open the each image but ENSURE you take a snapshot of EACH before hitting the start button.  Name each snapshot the color and your initials.
· Open Green-XP Login:student  Password: GoNavy1!  Blue-XP Login:Admin  Password: GoNavy1!Black-XP Login:student  Password: GoNavy1! all in host only mode.  

· Set your IPs to Green-XP  10.10.10.10, (Blue-XP) 10.10.10.20 and  (Black-XP) 10.10.10.30.  Turn off the firewall for each (just humor us)
· From Green-XP ping 10.10.10.10 (yourself), 10.10.10.20 (Blue-XP), 10.10.10.30 (Black-XP).  All should be receiving pings
· From Green-XP go to command line then nmap to determine which switches to use
· From Green-XP nmap –A 10.10.10.20 (Blue-XP SP0)
· Write down pertinent info.  What does the nmap provide?
· From Green-XP nmap –A 10.10.10.30 (Black-XP SP2)
· Write down pertinent info  (things an attacker would care about)
· Look up the CVE database – What is it and what organization keeps it up to date?

· Microsoft Remote Procedure Call is used to "transparently" send protocols and communicate among Windows Boxes.  Now under the CVE database (CVE search), look up Microsoft XP Professional and put in key word RPC (Since you no doubt wrote that down as pertinent info above).  In your own words determine how MS03-026 works and how the software patch would have to be programmed to mitigate this vulnerability
· Ugh… do I have to research every single exploit with the CVE database to either protect against hackers, or test against my own systems to see what is exploitable?  Well the real answer is actual exploiters will spend months researching all of the vulnerabilities and making possible exploits.  But you can try another approach.  You could use a program like Eeye Retina against a “similarly configured” system and let the tool do the work for you. 
· So from Green-XP do a Retina scan of Blue-XP (Admin credentials)…assuming that Blue-XP is “very similar” to a box you want to hack into.  After scan is completed, under the Remediation Tab look for the RPC Services / RPC DCOM high vulnerability.  What is this vulnerability and how is it exploited (in your own words)?

· STRONG hint for your projects:  The Retina remediation will help you secure Windows boxes, but for an even more detailed list of vulnerabilities and fixes.  DISA has made a tool called the DISA Gold Disk (and the Unix equivalent the Unix Security Readiness Review).  (The course web site has a link to the DISA site).  This checks for all a lot of stuff to include those patches that the Department of Defense considers particularly important (IAVA’s).   In some cases the tool can make a correction for you.  (Warning if you just let the tool correct everything ‘Willy Nilly’ even at the medium security level, you are likely to break functionality.
· Look up Metasploit and in your own words define what it is.
· Keep the retina scan up for future reference.  From Green-XP go to start-all programs->security tools->Metaspoit Framework->Metasploit (MSFWeb).  This sets up a web front end.  Then go to the browser: http://localhost:55555  Note:  Metasploit works off port 55555 by default
· Now that you know it is vulnerable to RPC DCOM, Go to Microsoft RPC DCOM in Metasploit Exploits then choose Windows NT SP3 (Old name for XP).  Now with payload win32_bind->then put in the Blue IP.  You will see a field called Nop Generator.  Based on your vast knowledge of exploits (and the description of this particular exploit, what do you think the Nop Generator field does for you?

· Now hit the Exploit Button…Wait a couple of seconds, Go to the Sessions Tab, click on the session 1 link
· Viola (or botta-bing for you New Yorkers)…You are in…ain't nothin' but a thing!
·  Go to the shell, get a lay of the land by doing an ipconfig /all, dir, net users

· What information might we use to our advantage?

· Now (in the same "stolen shell"  do a tasklist, calc.exe, tasklist and then 
taskkill /PID .  Notice that calc was a process but a calculator window did not pop-up.  This is because this particular exploit does not give you a remote connection…just a shell.  Not very useful for a calculator, but perhaps very useful for say netcat (hint for the Red Team in action lab)
· Now add your own account then we simply add one with 
net user /add yourlastname GoNavy1! /Expires:never
· Now do a net users to verify you added the account.  Now you'll just have to trust me, you are in as an administrator (because you did this from an Admin account).  Unfortunately, Windows XP SP0 does not give you the privilege listing.    To prove you are an administrator, try something only an administrator can do….change the admin password 
net user admin GoNavy1!
· Now you are done with that account (pretend you've milked it for all its worth).  Cover your tracks.  Do a net user /DELETE yourlastname
· Lets assume that we only got in as a limited privilege account.  What kinds of things can you to try to escalate our privileges to administrator?

· Keep in mind that we have only access to their shell.  How do we get information / Scripts etc. over to their machine without knowing a password?
· You could look for clues…People may keep their passwords in files on their systems.  
· cd c:\documents and settings\student\my documents  (common place to save files) then do a dir.  now type the following:  type "important numbers.doc"
· What can you gather is the students password?   Yet it looks like this file is out of date.   With a little bit of social engineering (realizing what they tend to use as a password), how is this file still of use to us?

· How does the fact that you have access to all user names, titles, user information and common files help you with getting the administrator to click on a link that might copy an executable to their file system?

· Great, so you may have some user names and passwords, but what are some other ways to get into the system remotely (other than a Metasploit exploit).  How can you get into their system, place documents in there and do “evil” things to a system?

· Telnet if open as a service allows you to gain a remote shell, but does not allow the transfer of files.  In Green-XP close out of the Metasploit windows.   From telnet you can get a command line but require a password.   From Green-XP telnet to 10.10.10.20 with your new found information (Note:  people often change their passwords, but if they change on one system, you can look for clues on how they change on other systems…in this case student, student and admin, student…meaning they use the same exact password for each…What password seems to be common among the “student” family?)
· What other uses could we have had for Telnet (or an exploit with a shell) and netcat? (think about a previous lab)

· FTP is another service that allows you to transfer files from one computer to another.  Again, if they are running an FTP server you could move over executables.  From Green-XP browser ftp://10.10.10.30 (since you no doubt wrote down that Black XP is running FTP  with login as student and PW:GoNavy1! )  Now copy netcat over.  (Give them the gift that keeps on taking).  
· So what did they do wrong when setting up their FTP connection?

· Unfortunately you have command line access to Blue-XP (through Buffer Overflow and Telnet), however you have no command line access to Black-XP…So you either have to find an exploit or you could notice that Black-XP was running TVNC.  (Virtual Networking), so you would download a copy (already on Green-XP) and TVNC into using one of two passwords.  TVNC to 10.10.10.30 with password:student (as you guessed from the Important Numbers File of his other machine in Blue-XP….he's a MISLO so he has a lot of accounts).  Verify that you are in by moving the icons and going to Black-XP to verify.
· You have the capability to have a virtual network connection to your computer in the Hall.  If you don't know about it, think how vulnerable your system is remotely.

· Now let's say you want to leave them the gift that keeps giving but they don't have an ftp connection nor were they dumb enough to click on one of your "make a million" emails.

· List recommendations for providing the customer with the capability to use file transfer and remote log in without using a clear text insecure protocol like telnet and FTP

· But what if you want to do a denial of service…What are some reasons to do a denial of service? (Think about what you would need to do after changing the registry (as close as you can get to the system Kernel).
· From Green-XP, close out of any windows then Open the Metasploit as before.  Go to Metasploit, exploit: Microsoft RPC DCOM: Payload:Win32_reversevnc_inject  against 10.10.10.20 with an LHOST of 20.20.20.20 (then quickly  look at Blue-XP).  Basically it is trying to get back to a host it can't get to (20.20.20.20) and is crashing.
· What kind of message did you find on Blue-XP?

· Try 3 of the payloads against 10.10.10.20 using RPC DCOM as the exploit Write down the ones that were successful/not successful and why….Don't know what they do…look them up.  Just make sure you are filling in the right blanks (RHOST / LHOST).  Make sure to go to Blue to ensure you did not crash it.
· What was the terminology used for this basic use of exploit scripting without understanding the code or executables that you are using?

· Describe three recommendations to mitigate the risk of frameworks like Metasploit?

· Based on what you did today and in previous labs, determine the purpose and who is likely to use this (Admin with full credentials, User, Hacker…or any combination) 
· Retina Scan

· nmap scan

· Exploiting using metasploit

· Social Engineering…Important numbers file

· Logging in via telnet

· Adding a User Account

· Scheduling a task for 90 days in the future

· Transferring files via FTP

· Logging in via TVNC

· Denial of Service via exploit

· Go through all portions of the IA Model and describe what type of controls would be needed for a good defense against many of the exploits used in today's lab

· We did a very contrived set of exploits today and very rarely would things give you such immediate access.  Describe a generalized process that you would take in order to gain access or valuable information from a network of computers
· VERY IMPORTANT:  Close out of everything then Revert to each image then and ONLY then should you delete all snapshots.

Put your initials on this line when complete: ___________, ________________
· Thank you, shut everything down properly and upload this completed form to blackboard for grading
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