IT430 – Information Assurance Lab 5 – MS Windows and Vulnerability Scanning

Names ______________________________, ________________________________

Directions:  Work in groups of 2 to complete these tasks

Goals:

· Understand Security Aspects of Microsoft Windows Group Policies

· Understand Analysis of Vulnerability Scanning

Part I:  Microsoft Group Policy

· Open the Windows Server 2003.  Go to the VM Menu and Take a snapshot.   The MS Server 2003 “serves” the domain controller which we have already pre-configured for you.  After taking a snapshot Power on the VM image.  When it asks for Ctrl+Alt+Delete, go to the VM menu and select Send Cntr+Alt+Del then login as administrator at the goNavy domain, pw: GoNavy1!  
· First, we are going to set the Password policy to accept the password we usually use for students.  From start -> Administrative tools->Group Policy Management, then from Forest goNavy.beatArmy->domains->goNavy.beatArmy->default then right click and create and link a GPO here.  Call it IT430.  Under GoNavy.beatArmy->Group Policy Objects, right click and edit IT430.  Under Computer Configuration->Windows Settings->Security Settings->Account Policies->Password Policies-> Policy Settings should be Not Defined.  Go into all 6 and ensure you have unchecked the defined box (if not already done).  Now close out of those windows
· Why is it dangerous to not require password complexity (Capital Letters, and Numbers)
· Now go to start->administrative tools->active directory users and computers and then right click on the Users container then new->user.  Fill in information with your name.  Under user login use your last name @goNavy.beatArmy.  Use password GoNavy1!  Uncheck all boxes and hit next.  Note: verify that the user is in the Users container 
· Why should administrators require users to change their password on log-in?

· Now you want to allow GREEN-XP on to the domain.  Go to Computers (within the Active Directory Users and Computers.  Add GREEN-XP (all caps) to the domain.  Do not check the "Managed Computer" box.

· Now open the Green-XP VM.  Take a snapshot, then log on with User: student and PW: GoNavy1!  
· Change the IP address to 10.10.10.10 with a subnet mask of 255.255.255.0 and a DNS of 10.10.10.1
· From Green-XP ping 10.10.10.1.  Then do a nslookup 10.10.10.1

· What type of information does a nslookup give you?

· Now from Green-XP go to http://goNavy.beatArmy.  Note that you will not yet have permission to access this page.
· Now we are going to add Green-XP to the goNavy.beatArmy domain.  From Green-XP go to Control Panel->(classic view) System Properties->Computer Name.  Ensure it is GREEN-XP (all caps), then go to the Change button and change the computer name to GREEN-XP (all caps)  and the domain to  goNavy.beatArmy  give it user name administrator and PW: GoNavy1!

· Restart the Green-XP image.  Log on to the goNavy domain with the login you created on the Windows 2003 server.

· Then VM->Send cntl+alt+delete, and login as your last name (ensure you are logging on to the goNavy domain).  Your login is now under the control of the Active Directory
· Validate that you can get to http://goNavy.beatArmy  in your browser
· Validate that you can open up notepad

· Now you are going to set up a new group policy.  Go to the Windows Server 2003-> Administrative tools->Group Policy Management.  Under Domains->goNavy.beatArmy, right click on  IT430 (which you should have created earlier).  Make it Enforced and Link Enabled .  

· Under Group Policy Objects right click on the Default Domain Policy ->GPO Status and make all settings disabled.  Do the same for Default domain controller policy.  Leaving only IT430 in color (the others grayed out).  We don't want any "lingering" policies from the Default.  

· Now, we are going to have you lock down the browser and notepad.  So, under group policy management.  Once again find the IT430 policy  under Group Policy objects, right click and edit it.  

· Go to IT430->User Configuration->Administrative Templates->System in the Right Windows go to Prevent Access to the Command Prompt. Then enable (and click yes to disable command prompt scripting) 
· Why would you want to do this for the average user?

· Go to IT430->User Configuration->Administrative Templates->System in the Right Windows go to Prevent Access to the Registry Editing Tools. Then enable 
· Why would you want to prevent access to Registry Editing Tools?

· Go to IT430->User Configuration->Administrative Templates->System in the Right Windows go to Don’t Run Specified Windows Applications.  Click on Enabled then Show and add notepad.exe and nc.exe 
· Click on Enabled then Show and add notepad.exe and nc.exe Given that you can stop certain applications for users and others for administrators, name three applications that you should not allow administrators to run (note that administrators can not change the active directory settings for a higher “command echelon” unless specifically authorized)

· If you will notice, you can have both Windows and Administrative settings from both computers and users, why might you want to set both (or set them differently)?

· Now, you want to set the password policy (or even if you don't want to).  From the Group Policy go to IT430->Computer Configurations->Windows Settings->Security Settings->Account Policies ->Password Policy.  Disable Complexity Requirements.  Set minimum password length to 0.  Set minimum password age to 0.  Set enforce password history to 0.

· Finally, we want to restrict services that are "bad".  Restrict telnet by going to IT430->Computer Configuration->Windows Settings->Security Settings->System Services and Disable telnet and apply
· From the Group Policy Objects->IT430, go to settings and show all.  Verify your new settings.  Now you can verify that IT430 is the policy being used, Under Forest: goNavy.beatArmy->Group Policy Modeling, right click, do the Wizard, hit next, then put in the goNavy from the selection button in both the user and computer information.  Next through those and show all

· How do you know that IT430 is the policy being pushed (how does it state it)?

· Close out of those windows then go back to the Green-XP.  From the Run Command window type gpupdate /force (which polls for changes that you made).  Try to get to the web using Internet Explorer.  Try to get to Notepad and try to get to the command line.
· What message do you get when you try to open the command line?

· Now From the Green XP go to VMWare->Send Cntr+Alt+Delete and change the password to go.  It should allow you to do this.  Now change it back to GoNavy1!
· Why are the password complexity and remember previous passwords such an important setting?

· There are a ton of settings that you need to know.  Go to www.nsa.gov/snac and  Find the Windows 2003 Security Guide, tools and templates.  You could upload a file which changes the settings on your active directory for you.  Why is blindly uploading these settings a potential nightmare in the making (note this is a big issue for your project)?
· One of the Active Directory settings allowed you to run only the applications listed.  Why would you or would you not just place all of the most common applications in this list for better security and deny all other applications (and make exceptions for certain users)?

Part II.  Vulnerability Scanning

· Now we are going to take the view point of a system administrator that is fully allowed to look at the system for vulnerabilities.  Note that this would probably not be a technique used by hackers since it is very "noisy" and you would likely be caught quickly.  System administrators should understand their vulnerabilities.
· Log off Green_XP and log on to the local computer (under Green-XP (this computer) as Student, password: GoNavy1!
· From the Green-XP machine start the Retina Network Security Scanner (on the desktop)
· Note that the Eeye Retina program is not free, but the DoD has a site license, so you can pull it down from the DISA site.  If you did not have this program, you could use Nessus, which is a free (and presumably less accurate) vulnerability scanner

· Go to the Audit Tab, In the Targets, Target Type should be single IP then put in the IP address of your XP Server 2003 machine (10.10.10.1).  Under Job Name type Server 2003. 

· Under Credentials, go to single use and type in Administrator with password: GoNavy1! then hit the scan button.  Wait for about 3 minutes for it to complete (watch at the bottom of the window to see which types of tasks it is performing.)  You'll know its done when the Server 2003 job moves from the active tab to the completed one.
· Look under the Audit Tab.  In the bottom panel, click on the negative signs to reduce the groupings (to make it easier to read) .  Look under Services.  You'll note that the DNS and Web Publishing (W3SVC) are on the same server.  Why is this a potential vulnerability?  

· Look under the Report tab.  Run an Executive report (you can read it by clicking the little blue e on the bottom right)  How many high level vulnerabilities are there…kind a makes you not really want to use Windows 2003 server eh?
· Go to the Remediate Tab and Generate a remediation for the Windows 2003.  Find out what a DHCP server does.  Then search for Microsoft DHCP on the remediation page.  You should be at vulnerability number 914388.  Given what a DHCP does, can you fully remediate with the recommendations of Retina?  If not, how would you remediate this high vulnerability?
· Now Revert to the Original Windows 2003 and shut it down.  You probably don't want to try scanning with too many images open…it's a memory hog.

· Why are you required to put in a comment for the Server 2003 shutdown?

· From the Green-XP machine, Retina program go to the Audit Tab, In the Targets, Target Type should be single IP then put in the IP address of your Green-XP machine.  Under Job Name type Green XP. 

· Under Credentials, go to single use and type in student with password: GoNavy1!, then hit the scan button.  Wait for about 3 minutes for it to complete
· When complete go to the Remediate tab, click on the Green XP job and click on the Generate Button.  When generated click on the Explorer “e” to view the report.
· What full name of the OS as listed that is running on this machine?

· How many High Risk Level Vulnerabilities did it find?

· Now we could do the same thing with Blue XP and find that it is running just XP (SP0).   So XP Service Pack 0 strangely has fewer high level vulnerabilities than XP Service Pack 2.  How is this possible? And, why can't you say that XP Service Pack 2 is less secure than XP Service Pack 0 that is older with fewer vulnerabilities? 
· Go to the Black-XP machine and go to start->shutdown

· Revert ALL IMAGES to the original, delete all snapshots and then and ONLY THEN are you ready to leave.
· When you are done, hand in this sheet to your instructor.
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