IT430 Lab 2 - Network Protocols and Scanning
Name  _____________________________, ________________________________________

Directions:  Work in groups of 2 to complete this lab.  

Goals:

- Learn how to use VMWare

- Understand the importance of using secure network protocols
- Understand why hackers can transport a great quantity of information by changing just one field of a packet at a time

- Determine how scanning networks can be used positively and negatively
Part I Network Scanning
· One of the first attack vectors that a hacker uses is network reconnaissance.  Some reconnaissance is just completed by "Googling" the target network to find readily available information.  For a better idea on how to start an attack, a hacker will want to scan the open ports of a network to glean some information on the possible operating systems, possible open ports, some of the services running and to determine possible attack vectors.

· Thinking like an evil hacker,  you type in Maj Dan Rubel into the all powerful google, you get the following link:  www.marines.mil/news/messages/Pages/2004/message0433.aspx  How could this information be used to exploit his systems (at penalty of a slow and painful death)? 
· Based on a June 1999 Crosstalk article, where was Lt Col Thomas Augustine stationed?  (And if you are a true evil hacker), when this picture was taken what region of the world was his picture taken from?  How could this information be used to get more information from Lt Col Augustine?

· Each of these operating systems were loaded into the VMWare in the same way that you would load software on a physical machine.  Prior to receiving these images, we loaded some software including nmap on the BSD and Windows XP (free from insecure.org) and a loaded some Virtual Network Connection software (free TVNC) and started it on the Windows machine…everything (except the Windows license) is freely available on the web.
· Start the VMWare program.   Open the the PC-BSD Virtual Machine by opening the in c:\Information Assurance\PC-BSD…  Go to VM->Snapshot->Take Snapshot.  Name it with your initials.   Start the machine.  Ensure that the CD does not have the Connect at Power On box checked (PC-BSD does not like the Dell CD drivers)
· What is the primary difference between BSD versus Red Hat Linux? (Again, Google may become your best friend)

· Ensure the Ethernet card is set to Host only

· Login to student with password: GoNavy1!  (DO NOT CHANGE THESE PASSWORDS!)  When it asks, create a new image, then ensure your cursor is in the window and hit the F1 Key when it asks.  
· Now, open the Green XP Go to VM->Snapshot->Take Snapshot.  Name it with your initials.   Start the machine.   And do the same with the Fedora 7 image not forgetting to Go to VM->Snapshot->Take Snapshot before you start the image!  Name it with your initials.   Start the machine.  Set the IP address in each image (Green XP 10.10.10.20, Fedora 10.10.10.30, BSD 10.10.10.50)  Windows - set via control panel->networks->TCP IP-> properties).  Linux via terminal 
su root then ifconfig then 
ifconfig eth0 <IP address> netmask 255.255.255.0 (Include the stuff inside the <> not the <>)  
· For the BSD you also have to ifconfig lo0 127.0.0.1 (in order to set a local loopback)

· Verify connections with ping <ip address>
· From the PC-BSD image  open the nmapfe icon.  Note when it comes to scans, many processes are fighting for the same resources (since we are using VMWare)...as such, if you don't get a good result, wait a few seconds and try it again (a few times).  Let the instructor know if you are not having any "luck", as there may be a network problem (or you may have the dreaded host-based firewall blocking traffic)
· Put in Target 127.0.0.1, Check the OS Box.  Go to the options tab(and for all of these commands) set verbosity to very verbose (so you can see what is happening "under the hood").  Go back to scan tab and choose Scan Type Ping Sweep.  Then hit Scan

· What is a Ping?  What does a Ping Sweep give you?  Which box has 127.0.0.1 as an IP address?

· Now try a IP Protocol scan.  What ports/protocols may be vulnerable to attack?

· Now try a Syn Stealth Scan.  Based on what you know about the TCP handshake what is a Syn Stealth Scan (Hint:  note that there is also a Connect Scan)?  Which ports may be vulnerable to man-in-the-middle attacks (info available in your book)?  

· Now put in Target 10.10.10.20  as a Syn Stealth Scan.  What are the possible Operating Systems listed?  Why does this type of scan not guarantee the correct operating system?  

· Now put in Target 10.10.10.30  as a Syn Stealth Scan.  Possible Operating Systems?
· (You have determined through other means that the 10.10.10.X network are IPs in the network that you want to look at it).  Now Scan with a Ping Sweep on 10.10.10.* (star is wild so every address from 0 to 255).  How many hosts are up?  Which appear to be hosts and which appear to be VMWare?

· How many ports does a Syn Stealth Scan look at (unless you restrict it)? (Hint:  If very verbose is turned on it will tell you)
· Now scan with a Connect Scan 10.10.10.20.  What kind of unusual services or may be running on that system?  Why might a hacker take note of this?

· How might an attacker use the fact that something is running on Windows XP versus Linux Fedora 7?

· So a little bit at a time, you saw which ports were open and which operating systems they used.  What ways could a hacker use this information to their advantage (think about what types of vulnerabilities a system might have)

· Based on all of this scanning information, what would likely be the hackers next step (hint:  your book might come in handy)

· Go to Green XP and from start->Administrative Tools->Services, double click on Telnet and under the Log on Tab, click on Local System Account and check the Allow service to interact with desktop box.  Then under the General Tab, Click on the Automatic Drop down box and then the Start button

· In Green XP under the c:\ make a file called hitchhiker.txt and put in the words 
Answer to life, the Universe and everything.  
Then save it.

· Now through these scans you found that Telnet is available on the Blue-XP
· From the BSD console command line telnet 10.10.10.20 (address of Blue-XP).  Put in the Login: admin and Password: GoNavy1!.   Now do a cd c:\ then dir and find the hichhiker.txt  then type  type hichhiker.txt  What is the to the answer to the question it poses?

· How could a hacker use the existence of telnet or ftp on a network to their advantage?  What types of files would the hacker want to look at?

· Type exit to close telnet

· Now shut all of your script windows and close out of each machine USING THE START->SHUTDOWN.  Note, prematurely closing out of Linux and Unix tends to corrupt the entire file!
Part II - Network Sniffing

· For this portion of the exercise, you can assume that somehow (we'll discuss in detail later) you have access to all of the traffic that is flowing from a certain machine.  You could be half-way across the globe, having completed a "Man-in-the-Middle" attack and collecting these packets before sending them on to their intended destination.  With this in mind…you would be able to use Wireshark

· From the USNA networked computer (Login with Netstudent PW: Netstudent12#$ Domain:  This Computer)  Open Wireshark (formerly Ethereal, pre-downloaded from Wireshark.org)
· From Wireshark Capture->Options choose the Ethernet card associated with your XP Virtual Machine (versus a generic card) and under capture filter click on TCP Only
· From Wireshark Capture -> Start the Scan
· Now we will generate some traffic for a Wireshark capture

· While keeping the Wireshark open, Open up your web browser
· Go to http://www.cs.usna.edu/~augustin/Courses/IT430/trivia.htm
· Go to http://www.cs.usna.edu/~augustin/Courses/IT430/secure.php, Password: password click on the submit button, then try Password: GoNavy1!, 
· Go to ftp://ftp.uu.net, then click on info and README
· Go to https://usnaemail.usna.edu and log in using your account information, then close out

· Wait 10 seconds (to make sure it all gets logged) then close out of your browser

· Stop the collection

· Normally, you would save the file, but instead close out and open (from the USNA networked computer) c:\Information Assurance\IT430-Lab 2 Capture (You will note that your Capture has approximately the same number of packets and looks almost identical, but use this one so everyone has the same answers)

· Sort by Protocol (Click on Protocol Column at top).  Which different Protocols were generated?  Where in the OSI Model would all of these protocols be generated?
· Go down to FTP (packet number 209564).  Right click on the first FTP and follow the TCP Stream

· Right Click on the first FTP, and Follow the TCP Stream
· What was the User and Password given to the FTP server…making FTP a secure encrypted protocol or clear text?

· By extension of what you learned above what would you expect to see with Telnet and http protocols?

· Close the “Follow the TCP Stream” Window and Clear the expression.
· How many parts of the TCP 3-way handshake can you find and what were they listed as? (sort by info and it should be near the top)

· Now go to Edit->Find Packet, by String for GoNavy, search in packet details.    Follow the TCP Stream
· How can you tell that GoNavy1! was the correct password …what was it listed as?

· Note that even though you can't see what the PHP server did on the back end you can find what the correct password is, since you were using HTTP
· From this would you say that HTTP is a secure protocol…What is a better alternative?

· Clear the expression and sort by protocol again.  Look for https in the String and Packet List and Follow the TCP Stream.  Where does it look like the certificate comes from?  Why don't you see a login, password or any other readable text once you got into the site?

· Using the “String search” filter, what words would a hacker likely look for?
· Summarize, in your own words what you learned through completing this lab

· Congratulations, you are now one step closer to understanding how a hacker thinks.  Close out all virtual machines using the proper shutdown methods, delete your Snapshots and ONLY THEN turn in this completed lab to your instructor.  Do NOT forget to log off all of your machines.
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