United States Naval Academy

Computer Science Department

IT430:  Information Assurance (2-2-3)
Course Policy: Fall 2008 (AY 08)

Course Sections:
2001:
Lt Col Tom Augustine, USAF, Asst Prof; MI333; x3-6837; augustin@usna.edu
6001:

Maj Dan Rubel, USMC, Instructor; MI355; x3-6821; drubel@usna.edu
Course Description: This course is an introduction to the theoretical and practical facets of information assurance (IA).  This includes Department of Defense DoD)/Department of the Navy (DoN) policies & directives, trusted systems, access mediation, cryptography, public key infrastructure (PKI), information warfare, and network & database security.
Textbook: Counter Hack Reloaded, Second Edition, Ed Skoudis & Tom Liston, Prentice Hall, 2006. ISBN: 0-13-148104-5. 
Prerequisite: IT340 Intro to Networks.

Course Goals:

· Introduce, demonstrate and apply principles of computer and communications security. (Maps to ABET a, IT-a)
· Understand privacy concerns, data secrecy, integrity and information assurance, DoD and DoN policies. (Maps to ABET IT-d)
· Apply security mechanisms. (Maps to ABET a)
· Assess security concerns. (Maps to ABET a)
· Demonstrate principles and concepts in integrated approach (Maps to ABET f).

· Demonstrate practical application of network security (Maps to ABET IT-a, ABET IB-d).

ABET Program Outcomes:
a.   An ability to apply knowledge of computing and mathematics appropriate to the discipline

f.   An ability to communicate effectively [in writing] with a range of audiences;

IT-a. An ability to use and apply current technical concepts and practices in the core information technologies 
IT-d.  An understanding of best practices and standards and their application

Web Site: The course site can be found at http://www.cs.usna.edu/~augustin/
Extra Instruction (EI): EI is available and encouraged.  Since this course continually builds upon material previously presented, it is crucial that you seek EI as soon as you have problems understanding the material.  The preferred way to schedule EI is via email.
Honor: You are expected to follow the guidance given in: 

· Honor Concept of the Brigade of Midshipmen, USNAINST 1610.3F 

· Policies Concerning Graded Academic Work, USNAINST 1531.53 

· Policy Concerning Programming Projects, COMPSCIDEPTINST 1531.1C; available at:

http://www.cs.usna.edu/academics/honor.htm
Cheating: Cheating (defined as claiming work not of your own design) will (at a minimum) result in a grade of 0 (zero) for the particular assignment.

Exam Information: One mid-term exam and one final exam will be given.  All exams will be comprehensive and will be closed book/closed notes.  No calculators or computing devices of any sort may be used on exams.

Final Project:  Students will work in groups of no more than 3 individuals and will be presented with options for a Final Project.  Students should expect to spend 20-25 hours outside of classroom time working on project deliverables.
Grading: The break-down of your final grades will be: 

· 20%:  Mid Term Exam
· 20%:  Quizzes and Homework
· Late Quizzes will receive a grade of zero unless prior arrangements are made with  instructor
· Quizzes are due at the start of labs and can include prior material plus material for the following weeks reading.
· All students must complete the Ethics assignment for a passing grade in the class
· 10%:  Labs 
· All Labs are required to be completed within 7 days of lab period (or arrangements made with Instructor

· All Labs must be completed for a passing grade in the course

· 25%:  Final Project (See Above)
· 20%:  Final Exam (Cumulative) 
·    5%: Participation: Students will be graded on their contribution to classroom discussions.
	
	6-Week 
	12-Week 
	Final

	Mid Term Exam
	
	25%
	20%

	Quizzes and Homework
	50%
	25%
	20%

	Labs
	45%
	20%
	10%

	Final Project
	
	25%
	25%

	Participation
	5%
	5%
	5%

	Final Exam
	
	
	20%


Section Leaders: A section leader and an assistant section leader will be designated and will be responsible for taking attendance.  At the start of class, the section leader will call the section to attention and report absentees.  At the end of class, the section leader will again call the class to attention.  If the instructor is called away from the classroom during a lecture, the section leader assumes responsibility for class decorum.   If the instructor is ever more than ten minutes late for class, the section leader is to report to the CS office (Michelson 346) to report the absence.  The section leader will then instruct the class to either quietly study or work on assignments for the duration of the period.

Classroom Decorum: You may drink beverages (closed lid), but no food is allowed in the classroom/lab. Students are expected to uphold all professional standards while in class. Proper uniforms shall be worn, proper language shall be used, and an attentive manner shall be adopted by all students. Sleeping in class is disruptive and disrespectful.  If you are experiencing difficulty staying awake at your desk, stand in the back of the room.

Miscellaneous: Please inform your instructor in advance if you will miss class (for instance, due to a movement order or Sports).
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