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Purpose of this Document

This directive serves as a guide for Blue Cell participants in the Cyber Defense Exercise (CDX) 2008.

Document Revision History

	Version
	Change Description
	Change Owner
	Date

	0.1
	PARTIAL ROUGH DRAFT (Section 7)
	Jon F. Zeigler
	09/13/2007

	0.2
	PARTIAL ROUGH DRAFT (Section 8)
	Jon F. Zeigler
	10/01/2007

	0.3
	COMPLETE ROUGH DRAFT
	Jon F. Zeigler
	10/09/2007

	1.0
	FIRST DRAFT
	Jon F. Zeigler
	10/11/2007

	2.0
	SECOND DRAFT
	Jon F. Zeigler
	10/26/2007

	3.0
	THIRD DRAFT
	Jon F. Zeigler
	11/09/2007

	4.0
	OFFICIAL FINAL DRAFT
	Jon F. Zeigler
	12/06/2007


Table of Contents

11
Exercise Scenario


11.1
Political Situation


11.2
United States Response


22
Command Structure - OPERATION FORWARD DEFENSE


33
AFFECTED ORGANIZATIONS


33.1
Blue Cells


33.2
White Cell


34
NETWORK ARCHITECTURE


44.1
BLUENET


44.2
SIMNET


44.3
White Cell Hosts


45
Network Infrastructure, Systems, and Applications


45.1
Required Components


55.2
Network Design Procedure


56
Required Services


56.1
Windows Domain Controller


66.2
Email Server


76.3
Web Server


76.4
Dynamic Database


86.5
Instant Messaging


86.6
Domain Name System (DNS)


106.7
User Workstations


107
Additional TECHNICAL Requirements


107.1
Network Timekeeping


117.2
Public Key Infrastructure


117.3
White Cell Requirements


127.4
Analytic Deliverables


127.5
Username Convention and Notional Users


138
Reporting requirements


138.1
Overview and Watchbill


148.2
Incident Reporting


158.3
Situation Reporting


158.4
Daily Summary Report


169
Scoring Guidelines


169.1
Overview


169.2
Network Design


169.3
Hardware and Software Selection


179.4
Service Availability


189.5
Service Integrity


189.6
Reporting


199.7
Other Considerations


199.8
Dispute Resolution


2010
Further Details




List of Acronyms

· AAR – After Action Report

· AFIT – Air Force Institute of Technology

· C2 – Command and Control

· CC – Component Commander 
· CDX – Cyber Defense Exercise

· CNA – Computer Network Attack

· CND – Computer Network Defense

· CNO – Computer Network Operations

· COB – Close of Business

· DNS – Domain Name System

· DSR – Daily Summary Report

· FORNET – FORWARD DEFENSE Network

· IAW – In Accordance With 
· IC – Intelligence Community

· ICMP – Internet Control Message Protocol

· IM – Instant Messaging

· IPS – Intrusion Prevention Systems

· IRR – Incident Response Report

· ISR – Incident Solution Report

· J2 – Intelligence

· J3 – Operations

· J4 – Logistics

· J6 – Command, Control, Communications, and Computers

· JCS – Joint Chiefs of Staff

· JTF – Joint Task Force

· NLT – Not Later Than

· NATO – North Atlantic Treaty Organization

· NOC – Network Operations Center

· NPS – Naval Postgraduate School

· NTP – Network Time Protocol

· PKI – Public Key Infrastructure

· SITREP – Situation Report

· SMB – Server Message Block

· SPOF – Single Points of Failure

· SQL – Structured Query Language

· STARTEX – Start of Exercise

· USAFA – United States Air Force Academy

· USCGA – United States Coast Guard Academy

· USMA – United States Military Academy

· USMMA – United States Merchant Marine Academy

· USNA – United States Naval Academy

· VM – Virtual Machine

· VPN – Virtual Private Network

· VTC – Video Teleconference

1 Exercise Scenario

1.1 Political Situation

1.1.1 Ruritania is a small European nation, formerly a member of the Soviet bloc until its withdrawal from the Warsaw Pact in early 1991. It has since become a free and prosperous republic, increasingly aligned with Western Europe. It has already joined the European Union, and is currently a candidate for membership in the North Atlantic Treaty Organization (NATO). Final acceptance of Ruritania’s Membership Action Plan is expected to take place at the NATO summit to be held in Bucharest, Romania in April 2008.

1.1.2 While the Ruritanian government regards full membership in NATO as a top priority, a significant minority of Ruritanian citizens opposes membership. Meanwhile, the neighboring nation of Carpathia maintains historical claims to Ruritanian territory. Carpathia is a neutral nation, with no intention of applying for NATO membership, and it opposes the Ruritanian application. While the dispute has thus far remained on a purely diplomatic level, nationalist sentiments have been running high in both countries for several years. The U.S. intelligence community (IC) estimates that an imminent outbreak of politically motivated violence is unlikely but possible.

1.1.3 Ruritanian government and business interests have enthusiastically adopted computer network technology. However, since last year’s “cyber war” against Estonia, Ruritanian officials have become concerned about the vulnerability of their own infrastructure to external attack. Recently the Ruritanian government has formally requested NATO assistance in securing and defending its critical infrastructure.

1.2 United States Response
1.2.1 The U.S. Joint Chiefs of Staff (JCS) has responded to the Ruritanian request by initiating Operation FORWARD DEFENSE. U.S. military units will be deployed immediately to help guard the local infrastructure, detect and mitigate incoming attacks, and advise the Ruritanian government on long-term defensive strategies.

1.2.2 In the context of the upcoming Bucharest summit, a very rapid response is necessary. Advised by U.S. military planners, the Ruritanian government is preparing to stand up Network Operations Centers (NOCs) to be manned by U.S. personnel during the operation. These NOCs will support NATO operations in Ruritania. U.S. forces will be required to work closely with the host nation, accepting the limitations of local doctrine and infrastructure while continuing to offer superior quality of service.

1.2.3 The JCS has authorized the creation of a Joint Task Force: Joint Task Force-Forward Defense (JTF-FD). This task force will be comprised of component commands from the Air Force Institute of Technology (AFIT1 and AFIT2), the Naval Postgraduate School (NPS), the United States Air Force Academy (USAFA), the United States Coast Guard Academy (USCGA), the United States Military Academy (USMA), the United States Merchant Marine Academy (USMMA), and the United States Naval Academy (USNA). The mission of these component commands will be to man C2 systems at the newly created NOCs in Ruritania, and to advise Ruritanian personnel on strategies for hardening their network infrastructure.

1.2.4 Each component command will use existing host nation C2 infrastructure and systems, in accordance with this directive, to offer all of the systems, services, and capabilities required for the successful completion of Operation FORWARD DEFENSE.

2 Command Structure - OPERATION FORWARD DEFENSE

The following organizational chart and table provide the command structure and email contact information for the operation.
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	OPERATION FORWARD DEFENSE – Contact Information

	Commander
	JTF-FD-CDR@hq.fornet.cdx

	Director, Intelligence (J2)
	JTF-FD-J2@hq.fornet.cdx 

	Director, Operations (J3)
	JTF-FD-J3@hq.fornet.cdx

	Director, Logistics (J4)
	JTF-FD-J4@hq.fornet.cdx

	Director, Command, Control, Communications, Computers (J6)
	JTF-FD-J6@hq.fornet.cdx


AFFECTED ORGANIZATIONS
2.1 Blue Cells
The Blue Cells (also called Component Commands) are organizations subordinate to the JTF-FD. Each component will assign its own Component Commander (CC), J2, J3, J4, and J6. Each component is required to operate the C2 infrastructure needed to meet the requirements of this directive as related to the execution of Operation FORWARD DEFENSE. The networks built to support the operation will collectively be called the FORWARD DEFENSE Network (FORNET).

2.2 White Cell
The White Cell is that organization charged with overall control of the operation. This will include continuing support to each component command, liaison with the host country, monitoring compliance with the directive, and assessing any sanctions against the Blue Cells for noncompliance or other performance issues related to each individual FORNET. The JTF-FD Commander will lead the White Cell. White Cell will deploy individuals to each Blue Cell for greater insight and access into the Blue Cell subnets. These White Cell liaisons will act as trusted agents, and will have final authority to make any time-sensitive decisions.
3 NETWORK ARCHITECTURE
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3.1 BLUENET

Each component command, as well as JTF-FD headquarters, will be allocated its own Class-C address space within the Class-B network BLUENET (10.1.0.0/16).
3.2 SIMNET

The Class-B network SIMNET (10.2.0.0/16) will simulate the untrusted global Internet. Component commands may assume that some SIMNET addresses will be under the control of hostile (Red Cell) forces. Component commands may not assume that all SIMNET addresses are hostile, or that the same SIMNET addresses will be hostile from one moment to the next. Blue Cells will be scored, in part, on their ability to maintain working access to as much of SIMNET as possible while still defending against enemy attack.

3.3 White Cell Hosts

Pursuant to its several functions, White Cell will maintain systems within the Class-C network for JTF-FD, at other locations within BLUENET, and at locations within SIMNET.

4 Network Infrastructure, Systems, and Applications

4.1 Required Components
White Cell will provide the following systems to each Blue Cell, simulating equipment provided by U.S. and Ruritanian officials for operational use. These servers and workstations must be incorporated into each Blue Cell’s local network. Some of them may be “tainted” by Red Cell with implanted code, simulating the action of careless or malicious insiders.
· Microsoft Windows 2003 (Service Pack 2) server: Active Directory Domain Controller (including DNS).
· Microsoft Windows 2003 (Service Pack 2) server: Microsoft Exchange 2003 Email Server.
· Linux Fedora Core 6 server: Apache web server (includes MySQL database).
· Microsoft Windows 2000 (Service Pack 4) server: Jabber instant messaging server.
· One Microsoft Windows XP (Service Pack 1) workstation.

· One Microsoft Windows XP (no service pack) workstation.
· One Linux Fedora Core 4 workstation.

· Cisco 2800 router (VPN internal entrance and external end-point). This device will be part of the exercise infrastructure, and Blue Cell teams should have no need to work with it during the exercise proper. As an economy measure, Blue Cell teams which already possess routers of this or an equivalent model may be asked to use their own.
4.2 Network Design Procedure
4.2.1 Each Blue Cell’s discretion to design and implement its local network and host configurations will be limited, in accordance with the following procedure.
4.2.2 NLT 17 December 2007, each Blue Cell team will be provided with a set of network design rules, describing the network components and configuration features available during Operation FORWARD DEFENSE. The team will then be required to design its own local network in compliance with the provided rules.
4.2.3 In particular, each available network component or configuration feature will have an associated notional cost, simulating the resource and manpower constraints that apply to Operation FORWARD DEFENSE. Each Blue Cell team will have the same fixed budget with which to build its local network.
4.2.4 New components and configuration features may be added to the approved list, but only with JTF-FD approval and only on the condition that all Blue Cell teams will be permitted to use the new items as their resources permit. Amendments to the network design rules will be distributed to all Blue Cell teams in the form of Network Tasking Orders from JTF-FD.
4.2.5 NLT 4 April 2008, each Blue Cell team must have submitted its proposed network design for approval by JTF-FD. No network design will be approved that exceeds the available budget or which violates any portion of this directive.
4.2.6 JTF-FD will deliver approval of all network designs NLT 11 April 2008, after which component commands may build their local networks according to the approved designs.
5 Required Services
5.1 Windows Domain Controller
5.1.1 White Cell will provide a working Windows 2003 domain controller for each Blue Cell team. This server must be used as the Blue Cell’s primary domain controller throughout the exercise. It will not be tainted in advance by Red Cell, but will be a legitimate target for Red Cell attack.

5.1.2 The provided domain controller may be hardened but may not be rebuilt. While hardening the provided domain controller, Blue Cell may not modify any baseline configurations, as for example by changing existing group or security policies. However, Blue Cell may add to the baseline configuration, such as by adding user groups, security policies, or group policies. Subject to the constraints of the network design rules, Blue Cell may build and use additional domain controllers. However, the provided domain controller may not be replaced or superseded as the primary domain controller for the Blue Cell domain.
5.1.3 The provided domain controller will also include a DNS server. For details regarding this service, see Section 6.6.
5.1.4 All client systems that are capable of being joined to the Windows domain must be so joined. This includes the Linux user workstation (see section 6.7). The Linux workstation will be configured to run Samba, but the specific method for joining it to the Windows domain is left to Blue Cell discretion.

5.1.5 Each Blue Cell domain will be stand-alone and will not perform replication with the JTF-FD HQ domain controller or with any other Blue Cell’s domain controller.
5.2 Email Server
5.2.1 White Cell will provide a working Microsoft Exchange 2003 email server for each Blue Cell team. This server must be used as the Blue Cell’s primary email server throughout the exercise. It will not be tainted in advance by Red Cell, but will be a legitimate target for Red Cell attack.
5.2.2 The provided email server may be hardened but may not be rebuilt. While hardening the provided email server, Blue Cell may not modify any baseline configurations. However, Blue Cell may add to the baseline configuration, such as by adding groups, users, policies, distribution lists, or contacts. Subject to the constraints of the network design rules, Blue Cell may build and use additional email servers. However, the provided Exchange server may not be replaced or superseded as the primary email server for the Blue Cell subnet.
5.2.3 JTF-FD has directed that email shall be used as the primary means of communication throughout the execution of Operation FORWARD DEFENSE. Implementation of email services must meet the following requirements:

· Each JTF-FD Blue Cell will be provided with valid and working email addresses on the local FORNET for the following component positions: Commander, J2, J3, J4, and J6.
· Each Blue Cell will also be provided with valid and working email accounts for coalition partners, to include: Coalition Commander, C2, C3, C4, and C6. These email accounts must be administered, but not read by Blue Cell except as directed by White Cell.

· Each Blue Cell team must read all official correspondence email at least once between 0900 and 1100 EDT, and at least once between 1300 and 1500 EDT.
5.3 Web Server
5.3.1 White Cell will provide a working Apache web server for each Blue Cell team. This server must be able to respond properly to all HTTP or HTTPS requests, without password or authentication requirements, from any location in the entire BLUENET and SIMNET, throughout the exercise. It may be tainted in advance by Red Cell, and will be a legitimate target for Red Cell attack.

5.3.2 The provided web server may be hardened in any manner consistent with this directive. Subject to the constraints of the network design rules, Blue Cell may rebuild this server, or build and use additional web servers.
5.3.3 The provided web server will also include an installed MySQL database. For details regarding this service, see Section 6.4.

5.3.4 Each Blue Cell team must use its web server(s) to share C2 information that must be available to the entire FORNET and SIMNET, including the following information:

· Organization chart detailing the Blue Cell’s command structure.

· Watch bill detailing watch officer schedule, any scheduled periods of undermanning (see Section 8.1), and any scheduled periods of downtime (see Section 9.3).

· Web page indicating the current status of all local systems, using the color-code scheme found in Section 8.3, updated every 30 minutes during normal business hours. This web page must include a “current as of” timestamp.
· A means of obtaining public keys for all participants on the local FORNET. All Blue Cell team members will make their public keys available on their local web site.

5.4 Dynamic Database
5.4.1 White Cell will provide a working MySQL database for each Blue Cell team. This database will be installed on the provided web server (see Section 6.3), along with a web interface which meets the minimum requirements set forth below.
5.4.2 The provided MySQL database may be hardened or modified in any manner consistent with this directive. Subject to the constraints of the network design rules, Blue Cell may move the provided database to a different server or replace it entirely.
5.4.3 Each Blue Cell team must provide access to a relational database such as SQL that meets the following requirements:

· The database must include name, rank, position, email address, and system user-ID for all U.S. and Coalition personnel with accounts on the local Blue Cell network.
· All of these data, with the exception of user-IDs, must be displayed on a web page and visible to the entire BLUENET and SIMNET.

· All data must be editable by JTF-FD HQ staff and by local Blue Cell staff only. No other individuals should have Modify privileges for these data. Any modifications to the data must be immediately reflected on the web site displaying the contents of the database.

· The interface provided for editing the database must be web-based and user-friendly. JTF-FD HQ personnel have final discretion on what constitutes user-friendliness. Questions about functionality, usability, and user-friendliness should be directed to Command staff, and can be made before the start of the exercise. Email queries to cdx2008@dewnet.ncsc.mil.

5.5 Instant Messaging
5.5.1 White Cell will provide a working instant messaging (IM) server for each Blue Cell team. This server will use the XMPP (Jabber) protocol. It must be able to respond properly to all XMPP connections, from any location in the entire BLUENET and SIMNET, throughout the exercise. It may be tainted in advance by Red Cell, and will be a legitimate target for Red Cell attack.

5.5.2 The provided IM server may be hardened in any manner consistent with this directive. Subject to the constraints of the network design rules, Blue Cell may rebuild this server, or build and use additional IM servers.

5.5.3 JTF-FD will direct use of instant messaging via email directives as the situation requires. Each Blue Cell team must be ready at all times to use its IM server(s) to support instant messaging. The following chat rooms must be defined:

· PUBLIC – available to anyone who accesses the Jabber site.

· FORHQ – available only to JTF-FD HQ personnel and the local Blue Cell team.

· LOCAL – available only to the local Blue Cell team.
5.6 Domain Name System (DNS)
5.6.1 White Cell will provide a working DNS server for each Blue Cell team. This database will be installed on the provided Windows domain controller (see Section 6.1) and will meet the minimum requirements described below.
5.6.2 The provided DNS server may be hardened (but see Section 6.1.2 for specific prohibitions). Subject to the constraints of the network design rules, Blue Cell may build additional DNS servers to supplement or replace the provided server.
5.6.3 Each Blue Cell team must provide name resolution for all systems within their network that will be accessed by other BLUENET or SIMNET sites. Each Blue Cell must adhere to the following naming conventions for all hosts that offer external services.
5.6.4 Domain names for the various BLUENET subnets will be as follows:

	Organization

	Domain Name

	JTF-FD HQ
	hq.fornet.cdx

	AFIT1
	afit1.fornet.cdx

	AFIT2
	afit2.fornet.cdx

	NPS
	nps.fornet.cdx

	USAFA
	usafa.fornet.cdx

	USCGA
	uscga.fornet.cdx

	USMA
	usma.fornet.cdx

	USMMA
	usmma.fornet.cdx

	USNA
	usna.fornet.cdx


5.6.5 Some of the required services must be associated with specific domain names:

	Server

	Domain Name

	Chat (Jabber) service
	jabber.xxxx.fornet.cdx

	Domain Name Service (DNS)
	ns1.xxxx.fornet.cdx

ns2.xxxx.fornet.cdx (and so on)

	Email (SMTP) service
	smtp.xxxx.fornet.cdx

	Web service
	www.xxxx.fornet.cdx


5.6.6 Any servers and workstations not covered under Section 6.6.5 may be given any convenient names, so long as the overall domain naming convention is followed. The three user workstations provided under Section 6.7 will initially be configured with the names alpha, beta, and gamma, but these may be renamed at the Blue Cell team’s discretion.
5.6.7 Any externally available DNS host must be placed at IP address 10.1.xx.5. The JTF-FD DNS server will be set up to forward all requests for a given Blue Cell subnet to that address. This convention will not be changed for the duration of the exercise.

5.6.8 The DNS server at JTF-FD HQ will be placed at IP address 10.1.10.5. Each Blue Cell team should set up its DNS server(s) to forward requests outside the local subnet to the JTF-FD HQ DNS. Each Blue Cell team may also, at its discretion, forward DNS requests for any other Blue Cell subnet to the primary DNS server for that subnet.
5.7 User Workstations

5.7.1 White Cell will provide three user workstations for each Blue Cell team. Two of these workstations will be based on Windows, and one will be based on Linux. These hosts may be tainted in advance by Red Cell, and will be legitimate targets for Red Cell attack.
5.7.2 The provided user workstations may be hardened in any manner consistent with this directive and the network design rules, but may not be rebuilt.

5.7.3 Each provided user workstation will include appropriate client software necessary to meet the minimum requirements described below.

5.7.4 Each of the provided user workstations must provide a standard set of services to any authorized and logged-in user:
· The user must be able to compose and send email to any valid address on BLUENET or SIMNET, and must be able to receive and read email from any valid address. The user must be able to send email attachments, and must be able to detect and view attachments to incoming email.
· The user must be able to browse any valid web site on BLUENET or SIMNET, using the HTTP and HTTPS protocols as required.

· The user must be able to engage in instant messaging by connecting to the local IM server using the XMPP protocol. The user may also be able to interact with the server using HTTP binding, but this capability would not by itself meet the requirement.

· The user must be able to remotely log in to any other workstation or server on that Blue Cell subnet, provided that he has the proper login credentials.
5.7.5 Any additional workstations built by Blue Cell personnel will be considered administrative workstations, and will not be subject to the requirements detailed in Section 6.7.4.
6 Additional TECHNICAL Requirements
6.1 Network Timekeeping

JTF-FD will maintain a network timeserver at ntp.hq.fornet.cdx. Each Blue Cell network must be configured to use Network Time Protocol (NTP) on every system, using the JTF-FD NTP server as the source for time for the operation. Blue Cell hosts must maintain consistent timekeeping throughout the operation. This will provide consistency across the entire FORNET for reporting, service availability verifications, and any forensics work that may be required. White Cell personnel will spot-check systems for correct network time.

6.2 Public Key Infrastructure

6.2.1 The JTF Commander has directed that all Blue Cell subnets use Public Key Infrastructure (PKI) to the maximum extent possible, to include digitally signing and encrypting sensitive data. To facilitate this, JTF-FD will establish a root Certificate Authority within the HQ domain.
6.2.2 Each Blue Cell domain will be given group policy settings to accept HQ Certificate Authority as a trusted root authority. Furthermore, the required accounts provided to each Blue Cell (CC, J2, J3, and so on) will have PKI certificates already created. The necessary PKI certificates will also be provided on disk as a backup. No additional PKI action should be required of the component commands.
6.3 White Cell Requirements
6.3.1 Each Blue Cell will maintain a dedicated connection into its local network for the White Cell liaison’s laptop. This host must reside within the inner virtual private network (VPN) interface, but outside of the outermost Blue Cell firewall. It must have access to all local services through the firewall, and must be illustrated in any network architecture diagrams provided to White Cell. If this host is not able to adequately connect to any services in the local Blue Cell subnet, those services will be considered unavailable. The White Cell liaison will not engage in hostile activity against local systems.

6.3.2 Each Blue Cell will maintain a dedicated connection into its local network for the White Cell liaison’s LARIAT host. The LARIAT host will be used solely for traffic generation, and will not serve as a vector for hostile activity against BLUENET systems. The LARIAT host must be placed adjacent to the user workstations on the local network (i.e. on the same subnet, behind the same switches or firewalls, and so on). Network configuration and filtering must not prevent the LARIAT host from fulfilling the same requirements as any user workstation, as detailed in Section 6.7.4. The LARIAT host must also be able to communicate properly with any central LARIAT server set up on BLUENET or SIMNET. Any ports or services that must be left open to meet this requirement will be off-limits to Red Cell. If the LARIAT host is not able to fulfill its function, and such failure is attributable to Blue Cell action, penalties will be assessed equal to those for an offline user workstation.
6.3.3 Every FORNET host will remain usable for its intended purpose, as defined in Section 6, at all times. JTF-FD will use service monitoring techniques to verify that all FORNET hosts are functional. These techniques may include the requirement to run certain scripts on Blue Cell workstations and servers, in order to test connectivity and general functionality. Such scripts will be identified by Network Tasking Orders from the JTF-FD J6. They will be plainly marked as originating from White Cell and will be off-limits to Red Cell attack. Attempts to implement auto-responders or otherwise create the appearance of correct response will result in an immediate penalty equal to that of 1 hour of downtime.

6.4 Analytic Deliverables

6.4.1 Each Blue Cell site must complete a Vulnerability Assessment of the provided web/SQL server and the provided IM server. Specific guidelines and standards will be published in the form of a Network Tasking Order from the JTF-FD J6.

6.4.2 Each Blue Cell component must be capable of performing detailed forensic analysis of compromised systems on its network. JTF-FD may also provide host images for post-mortem analysis during the course of the exercise. Specific standards for forensic analysis will be published in the form of a Network Tasking Order from the JTF-FD J6.
6.5 Username Convention and Notional Users

6.5.1 Individual user accounts on any Blue Cell subnet must have usernames based on the following convention: given name (all small letters), a period, family name (all small letters). A shortened version of the given name may be used. In the event that more than one user on a given Blue Cell subnet has the same given and family names, their usernames may be distinguished by adding a single digit at the end of the family name.
6.5.2 Example: William Smith would have the username william.smith (or possibly bill.smith or will.smith). If there were two William Smiths on a given Blue Cell subnet, they might be given the usernames bill.smith1 and bill.smith2.

6.5.3 System accounts intended for administrative use may be named in any convenient manner.
6.5.4 White Cell will identify five notional users for each Blue Cell subnet. Names of these notional users will be provided at the same time that host and server images are shipped to the Blue Cell teams. Notional users will be used to generate system traffic and test network functionality. They should not be given any access or privileges other than those needed to meet the requirements of Section 6.7.4.

6.5.5 Notional user accounts will not be “tainted” by Red Cell in any way, although like all other elements of the Blue Cell network they are subject to attack during the active phase of the exercise.
6.5.6 Each notional user will have an email account pre-installed on the Exchange server provided under Section 6.3. Any database set up in accordance with Section 6.4 must include these notional users, who may be given any appropriate rank and need not have any specific position. The user workstations provided under Section 6.7 will have user accounts pre-installed for the notional users.
6.5.7 Notional user accounts will be set up with a default password. Blue Cell teams should change these passwords before STARTEX.
7 Reporting requirements

7.1 Overview and Watchbill
7.1.1 Blue Cell teams must submit a variety of reports in the course of the operation. All reports must be sent via email to the appropriate officer at JTF-FD HQ. All email to JTF-FD must be digitally signed and encrypted (see Section 7.3).

7.1.2 Regular duty hours for the exercise are defined as 0930-1600 EDT. Red Cell will stand down from attack activities outside of regular duty hours.
7.1.3 For all times within regular duty hours, each Blue Cell team must designate one watch officer. The scheduling and rotation of watch officers is left to Blue Cell discretion, and may be changed with at least 2 hours notice. The watch officer will serve as the initial point of contact for any official communication while he is on watch, and it is expected that he will be physically present in the Blue Cell facility throughout his watch. The watch officer schedule must be posted to the Blue Cell’s web site and kept current at all times.
7.1.4 Each Blue Cell team is permitted up to 2 hours per day, within regular duty hours, during which its facility will be “undermanned.” It is assumed that the Blue Cell will have no more than one student on duty at this time. Periods of undermanning should only be used to cover cases in which classes, exams, or other critical student activities prevent full manning of the Blue Cell’s facility.

7.1.5 Periods of undermanning must be designated at least 24 hours in advance. While Red Cell attacks will continue during such periods, the reporting requirements described in this section of the directive will be relaxed. No report submitted during a period of undermanning, or within 15 minutes of the end of such a period, will be considered late.
7.1.6 Each Blue Cell must post its watchbill and its scheduled periods of undermanning to its web site, as described in Section 6.3.
7.2 Incident Reporting
7.2.1 From time to time, Blue Cell teams will detect anomalies on their networks (i.e. evidence of network breakdown or hostile attack). If at any time an anomaly is detected on a local Blue Cell subnet, the Blue Cell component may submit an Incident Response Report (IRR) to JTF-FD-J3@hq.fornet.cdx.

7.2.2 If an IRR is submitted, it should be sent immediately following the detection of an anomaly. This report (limited to 500 words) must consist of exactly the following items:

· Serial number identifying the specific anomaly. This serial number must be of the form IRR-XXXX-YYY. XXXX is the standard abbreviation for the Blue Cell’s team (e.g., USMA, USNA, USAFA, and so on). YYY is a three-digit number, starting with 001 for the first IRR submitted by a given Blue Cell team during the exercise, and incrementing by 1 for each subsequent IRR from that Blue Cell team.
· Narrative describing the anomaly. This narrative should confine itself to technical details of the anomaly itself, and should not ascribe the anomaly to specific actors on the exercise network.
· Source and destination IP address(es) for the anomaly, if applicable.

· TCP or UDP port(s) accessed or scanned, if applicable.

· Tool or technique used by Blue Cell to detect the anomaly.
· Narrative describing any damage to Blue Cell systems or information integrity as a result of the anomaly.

7.2.3 Once an IRR has been submitted, the Blue Cell team may perform further investigation. This may lead to the follow-up submission of an Incident Solution Report (ISR) to JTF-FD-J3@hq.fornet.cdx.

7.2.4 If an ISR is submitted, it should be sent after final resolution of the original anomaly, whether that resolution was successful, unsuccessful, or inconclusive. This report (limited to 500 words) must consist of exactly the following items:

· Serial number associating the ISR with a corresponding IRR. This serial number must be of the form ISR-XXXX-YYY, where XXXX and YYY are identical to the values for the corresponding IRR.
· Narrative providing any details about the anomaly learned since the submission of the corresponding IRR.

· Narrative describing any immediate action taken to deal with the anomaly. In some cases, no action may be necessary (or the desired action may have been forbidden by JTF-FD). In such cases, this narrative may be limited to a simple statement that no action was indicated.
· Narrative describing plans to avoid or prevent future anomalies of the same kind. Again, this narrative may in some cases be limited to a simple statement that no preventative action is indicated.
7.3 Situation Reporting

7.3.1 Once every hour, or within 15 minutes of any change in service status, each Blue Cell team must submit a Situation Report (SITREP) to JTF-FD-J6@hq.fornet.cdx. The SITREP will describe the current overall status of the Blue Cell subnet with respect to directive compliance.

7.3.2 The format of the SITREP is left to each Blue Cell. Each SITREP must include a “current as of” time and date. It must contain Green, Yellow, or Red status for each of the following items. Note that administrative workstations are exempt from SITREP reporting (see Section 6.7).
· Domain Controller (see Section 6.1)
· Domain Name Resolution (DNS) (see Section 6.6)

· Email (see Section 6.2)

· Web (see Section 6.3)

· Database (see Section 6.4)

· Instant Messaging (see Section 6.5)

· Each individual user workstation (see Section 6.7)

7.3.3 The color codes for status are defined as follows:

· Green: Fully operational, meeting all of the requirements of the directive throughout the past 60 minutes.

· Yellow: Currently operational with some exceptions, or less than fully capable at some point within the past 60 minutes. All Yellow status items must be accompanied by an explanation.

· Red: Currently not operational. All Red status items must be accompanied by an explanation as well as an estimated time to restore.

7.4 Daily Summary Report

7.4.1 At the conclusion of each day of the exercise (i.e. after 1600 EDT but NLT 2400 EDT on each day), each Blue Cell team must submit a Daily Summary Report (DSR) to JTF-FD-J3@hq.fornet.cdx.

7.4.2 The format of the DSR is left to each Blue Cell. The body of the DSR (limited to 1,000 words) should consist of narrative covering the following topics:
· Overall system status as of the end of the business day.

· Observed trends in suspicious or hostile activity during the previous 24 hours.

· Expected enemy activity in the next 24 hours (this may be omitted on the last day of the exercise).

7.4.3 Along with the narrative body, the DSR must include a list of all IRRs submitted in the course of the business day, indicating for each whether a follow-up ISR has also been submitted.

8 Scoring Guidelines

8.1 Overview

Each Blue Cell team will start with 50,000 points, and will receive fines or credits IAW this directive and White Cell discretion. At the conclusion of the exercise, the team with the highest point total will be declared the exercise winner.

8.2 Network Design

8.2.1 Specific guidelines and rules for the network design problem will be provided under separate cover as a Network Tasking Order from JTF-FD. During the network design phase of the exercise, each Blue Cell team will have a fixed budget to spend on network components and configuration features. No team may exceed its budget.
8.2.2 By COB on 4 April 2008, each team must have submitted a complete network design for JTF-FD approval. By COB on 11 April 2008, any modifications needed to earn JTF-FD approval must have been completed. Failure to adhere to this schedule will result in a penalty of 1,000 points and may result in JTF-FD direction to build to a specified design. These deadlines refer to completion of the network design, not to the physical implementation of any approved design.
8.3 Hardware and Software Selection

8.3.1 All hardware and software used within the FORNET must be included on the Approved Hardware and Software List created and maintained by the JTF-FD HQ element. Every Blue Cell team will use the same Approved Hardware and Software List. Approval requests may be submitted to cdx2008@dewnet.ncsc.mil at any time before COB on 11 April 2007. At the discretion of White Cell, requested software may be assigned a point cost to be assessed against the Blue Cell team’s network design budget.

8.3.2 Strict adherence to licensing agreements will be enforced. All software must be either provided for the CDX or have a license that grants free use to academic institutions or the federal government. “Free for personal use” licenses are unacceptable. The intent is to allow innovative solutions at nominal cost, but deny purchased security solutions such as commercial IPS.

8.3.3 During the active phase of the exercise, Blue Cell teams may request additional software in response to specific exercise injects. These requests should be sent to JTF-FD-J6@dogwood.fornet.cdx.

8.3.4 If a Blue Cell team at any time implements hardware or software that has not been specifically approved by JTF-FD, this is a violation and will be subject to a fine of 500 points per occurrence.
8.4 Service Availability
8.4.1 Success of the operation depends on the availability of all information assets on the FORNET. As such, JTF-FD has directed all personnel to keep systems and services up to the maximum extent possible (excluding requested downtime) and to ensure the integrity of all information on the FORNET. Any failure to comply with these directions will result in penalties in the form of point reductions against the offending Blue Cell team.
8.4.2 Any service suffering an outage will incur a 50-point fine for any period of continuous downtime up to 15 minutes in length, plus another 25-point fine for every 5 minutes of continuous downtime after the first 15 minutes.

8.4.3 User workstations suffering an outage will incur a 10-point fine for any period of continuous downtime up to 15 minutes in length, plus another 5-point fine for every 5 minutes of continuous downtime after the first 15 minutes.

8.4.4 Administrative workstations are solely for the convenience of Blue Cell personnel, and never incur outage penalties.

8.4.5 Service and user workstation availability are defined in accordance with requirements described in Sections 5 and 6 of this directive. Outages will be determined at the discretion of the White Cell. Outages attributable to White Cell action or to exercise network failure, or occurring during scheduled maintenance periods, will not incur any penalty. Outage penalties are capped at 200 points per day for any one user workstation, 1,000 points per day for any one service, and 3,000 points per day per Blue Cell team.
8.4.6 The CDR-JTF-FD reserves the right to direct the FORNET to switch one or more hosts to a known working baseline after 60 minutes of downtime. This known working baseline may minimize security to maximize availability.

8.4.7 Deliberate physical or logical disconnection of any FORNET host from the network, to avoid real or perceived attack activity, will be considered a service outage and penalized accordingly.

8.4.8 Some or all FORNET hosts will be implemented as virtual machine images. After STARTEX, these hosts may not be reverted to a previous baseline without the express approval of JTF-FD. Reversion to baseline is to be considered an emergency measure, intended only to restore normal operations in the case of system failure or a serious Blue Cell error. Reversion to baseline is not to be considered as a routine response to perceived hostile attack or other non-urgent problems. Unless directed otherwise, Blue Cell teams may assume that their local White Cell liaison has the authority to approve reversion to baseline, especially in cases where JTF-FD HQ cannot be reached. Any unapproved reversion to baseline will incur a 100-point penalty per occurrence.
8.5 Service Integrity
8.5.1 Root compromise of any FORNET host (i.e. remote administrative or system-level access gained through an attack) will result in a fine of 2,500 points per occurrence. If a root compromise is attained on one day of the exercise and remains in effect on subsequent days, the fine will be assessed per day that the compromise remains uncorrected.
8.5.2 Non-root compromise of any FORNET host (i.e. remote access, equivalent to that of an authenticated but non-privileged user, gained through an attack) will result in a fine of 1,000 points per occurrence. If a non-root compromise is attained on one day of the exercise and remains in effect on subsequent days, the fine will be assessed per day that the compromise remains uncorrected. If Red Cell gains non-root compromise and then attains root compromise through privilege escalation, only the root compromise penalty will be assessed.
8.5.3 Compromise of integrity (i.e. unauthorized access to or modification of information or documents, without the attainment of user-level or root access) will result in a fine of 500 points per occurrence.

8.5.4 Repeated compromises on the same host will not result in multiple score penalties, if the repeated compromises occur during the same day of the exercise and are gained using substantially similar methods. For example, if a pre-implanted process contacts the Red Cell and grants system-level access to a given host every 30 minutes, it will not cause a score penalty every 30 minutes because each compromise is generated by the same method. However, if the process remains undetected and uncorrected, it will generate a new score penalty for each day of the exercise.
8.6 Reporting

8.6.1 Timely and accurate reporting is crucial to the success of the operation. Blue Cell teams must observe the reporting requirements laid out in Section 8.

8.6.2 Any report (IRR, ISR, SITREP, or DSR) which is sent unsigned or in plain text will incur a 250-point fine. If the Red Cell is able to intercept and read any report, whether properly encrypted or not, the fine for that report is 500 points (equivalent to a compromise of system integrity as described in Section 9.5.3).

8.6.3 A status report (SITREP or DSR) which is not complete (i.e. which fails to include all required content as described in Section 8) will incur a 250-point fine.
8.6.4 Incident reports (IRR or ISR) which are incomplete, or which are complete but inaccurate, will not incur any fine. Instead, at the end of each day White Cell and Red Cell will consult to evaluate all IRRs submitted in the course of the day by each Blue Cell team. Any IRR which is both complete and accurate, has a corresponding ISR which is also complete and accurate, and reflects confirmed Red Cell activity, will earn a 100-point reward. No Blue Cell team may earn more than 500 points per day of the exercise in this manner.
8.7 Other Considerations
8.7.1 All FORNET hosts must keep accurate system time as described in Section 7.1. White Cell personnel will spot-check system time on Blue Cell hosts throughout each day of the exercise. Any host found to be inaccurate by 15 minutes or more will be subject to a 100-point penalty. Timekeeping penalties are capped at 300 points per day per Blue Cell team.

8.7.2 The use of firewalls, intrusion detection systems, protocol-based filters, and similar network security measures will be governed by the network design rules published under separate cover by JTF-FD. No such systems may be added to a Blue Cell subnet in violation of those rules. The presence of such a system in violation of the network design rules will result in a 500-point penalty and JTF-FD direction to immediately remove the offending system.

8.7.3 Any decisions to filter based on IP address must be approved by JTF-FD. JTF-FD HQ will have final approval authority for IP address filtering, but may delegate that authority to the local White Cell liaison. Failure to gain approval from JTF-FD prior to filtering on IP addresses will result in immediate penalties equal to those for unavailability of all services on the network that would be impacted by this filter.
8.7.4 Intrusion Prevention Systems (IPS) that work by dynamically blocking IP addresses are absolutely prohibited. In general, IP address blocking must be done on a case-by-case basis, as a matter of deliberate human choice, and against specific addresses rather than entire ranges.
8.7.5 The CDX is a defense and survivability exercise for FORNET participants. No one other than designated Red Cell participants will partake in any form of Computer Network Attack (CNA) operations. Any unauthorized offensive action by any member of a Blue Cell team may disqualify that team from the competition.

8.8 Dispute Resolution

During the exercise, any dispute regarding scoring or rules adjudication will be resolved by convening a panel of faculty advisors and exercise personnel via teleconference. Any disputes that arise in a given day of the exercise will normally be resolved during the regular teleconference held at the end of the day. Once each party to a dispute has had a chance to present its case, the dispute will be resolved by simple majority vote. Each service academy (USMA, USNA, USAFA, USCGA, USMMA, AFIT, and NPS) will have one vote, White Cell will have one vote, and Red Cell will have one vote. The result of this vote will be final.
9 Further Details
9.1.1 Any activity that is not specifically allowed is denied without prior approval from JTF-FD HQ.

9.1.2 At no time before or during the exercise will any component of the FORNET network be connected to the Internet. All support required from the Internet must be obtained on a separate network and copied via disk to the FORNET. Each FORNET will be provided with patch servers to facilitate patching and hardening of systems.

9.1.3 The involvement of faculty and staff will be limited to background support throughout all phases of the CDX. Though this is a subjective call, the ethical intent is for the substantive portion of the exercise to be predominantly student-run. Faculty, staff, and White Cell representatives, of their own volition, are allowed and encouraged to provide some degree of assistance to the students. Faculty and staff will refrain from hands-on performance of any but the most basic and necessary systems administration tasks, such as low-level systems details that are not typically taught as part of IA coursework.
9.1.4 Systems and networks on the FORNET must be continually available for the duration of the operation, with the exception of regular maintenance windows. Each Blue Cell team may request up to 2 hours of maintenance downtime per night (i.e., any time between 1600 EDT and 0930 EDT). Maintenance downtime must be approved by JTF-FD HQ, and once approved must be posted to the team’s web site (see Section 6.3).

9.1.5 A detailed connectivity and testing plan has been developed to ensure that all FORNETs are prepared for CV activity. This plan will be promulgated NLT 24 March 2008, and will include all pertinent network testing information, to include a timeline for the availability of JTF-FD HQ infrastructure for connection. In the interim, all subordinate units are advised that all testing support will cease at COB on 18 April 2008. After that time, all Blue Cells will be solely responsible for their own networks, although contractor support will continue for the overall exercise network.

9.1.6 Further requirements for network services may be levied by the JTF-FD Commander at any time. Additionally, new systems and services may be delivered for incorporation into the FORNET. Other injects will be inserted throughout the exercise.

9.1.7 At any time before STARTEX, questions concerning this Directive may be sent to cdx2008@dewnet.ncsc.mil with courtesy copies to appropriate faculty advisors. During the active phase of the exercise, all questions must be coordinated through designated White Cell liaisons, and referred to JTF-FD-J3@dogwood.fornet.cdx.

9.1.8 The Red Cell and White Cell representatives will jointly prepare an After Action Report (AAR) and submit a recommendation of the CDX 2008 winner based upon a review of:

· Success of the relative defensive postures presented by each Blue Cell.

· Effectiveness and usability of redundant systems and recovery from injected anomalies.
· Timeliness, accuracy, and detail of all required information received by JTF-FD HQ.
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